
Enhancement of Cybersecurity Awareness Program on Personal Data Protection Among Youngsters in Malaysia:  
An Assessment. pp 221-245 

 
 

221 
Malaysian Journal of Computer Science, Vol. 32(3), 2019 

 

ENHANCEMENT OF CYBERSECURITY AWARENESS PROGRAM ON PERSONAL DATA 
PROTECTION AMONG YOUNGSTERS IN MALAYSIA: AN ASSESSMENT  

 
Noor Hayani Abd Rahim1 , Suraya Hamid2, Miss Laiha Mat Kiah3 

1,2,3Faculty of Computer Science and Information Technology, University of Malaya  
50603 Kuala Lumpur, Malaysia 

1International Islamic University of Malaysia, Kuliyyah of Information Communication Technology,  
Department of Information System P.O Box 10, 50728 Kuala Lumpur, Malaysia 

 
Email: noorhayani@iium.edu.my1* (corresponding author);  suraya_hamid@um.edu.my2* (corresponding author); 

misslaiha@um.edu.my3 
 

DOI: https://doi.org/10.22452/mjcs.vol32no3.4 

ABSTRACT 
 
Cybersecurity awareness program has been used as a medium to educate and make awareness among youngsters 
on personal data protection. However, it is still unclear the extent to which the effectiveness of this cybersecurity 
awareness program among youngsters require an assessment. This to ensure the current content of cybersecurity 
awareness program is consistently updated and aligned with current Internet usage among youngsters. Our 
assessment was systematically conducted using Kirkpatrick’s Four Learning Evaluation Model as conceptual 
framework; which consists of four phases of sequential assessment; Phase 1 –Reaction, Phase 2- Learning, Phase 3 
– Behavior and Phase 4-Result. This study used mixed method research methodology in conducting the assessment 
and the instruments used in Phases 1 until 4 respectively were survey, pre-test and post-test survey, observation of 
web recording and focus group interview. The findings from this study revealed that youngsters do have positive 
reaction towards the program content, reported to have changes in terms of their knowledge and skills and practice 
of desired behavior on personal data protection. However, the undesired behavior also revealed practiced among 
youngsters and this suggest improvement required to the current module used to educate youngsters. The 
improvements include i) Decision making process in using personal data, ii) Management of online application 
iii)Management of online contents iv)Management of password and username. The result of this assessment is 
significant to the stakeholders in terms of providing insight into the effectiveness level of current module used to 
educate youngsters and assist them to decide better module. 
 
Keywords: cybersecurity awareness, program assessment, youngsters, personal data protection, Kirkpatrick’s 
Four Learning Evaluation Model.  
 

1.0 INTRODUCTION 

The Internet has inevitably affected the youngsters’ daily activities. As early adopters, youngsters are more open to 
explore and using new technologies inclusive of the Internet [12], [41], [49]. Youngsters or millennials are 
categorized as individuals aged between 12 and 19 years old [8], [28], [38]. Often labelled with term NetGen, 
youngsters who were born surrounded by Internet technologies and smart devices are among the most active Internet 
users [28], [44]. They are highly involved with social media and Internet applications such as YouTube, WeChat, 
WhatsApp and also gaming applications. Youngsters nowadays are fully equipped with gadgets like mobile 
telephony and smartphones which enable them to get Internet access. This is one of the contributing factors for 
youngsters to have high involvement in Internet usage [12], [39], [35]. Youngsters normally use the Internet for 
social media opportunities as well as entertainment, which is mostly done via the use of smartphones and computer 
tablets [39], [41]. Youngsters in particular, have unique characteristics in browsing the Internet due to their attitude 
that is keen to explore and discover new things [38], [45], [58]. They also have a high degree of enthusiasm and 
belief that whatever information available on the Internet is considered genuine and trustworthy. To a certain degree, 
youngsters sometimes overshare their personal data over the Internet. Using social media for instance, youngsters 
who have their personal information available on the Internet opens windows to vulnerabilities. Due to this attitude, 
they are becoming so vulnerable in the cyber environment and can become an easy target for cyber criminals to take 
advantage over them. Therefore, it is required to educate youngsters on personal data protection as their extensive 
use of the Internet may cause vulnerabilities and attract attacks by cyber criminals. The understanding of youngsters 
on personal data protection is deemed important due to their extensive Internet usage. 



Enhancement of Cybersecurity Awareness Program on Personal Data Protection Among Youngsters in Malaysia:  
An Assessment. pp 221-245 

 
 

222 
Malaysian Journal of Computer Science, Vol. 32(3), 2019 

 

1.1 The characteristics of youngsters while using the Internet 

The consistent finding of high Internet literacy among youngsters as compared to the elderly in studies [31], [38], is 
another element that justifies the focus required toward youngsters for them to gain the appropriate security 
awareness. Their enthusiasm in exploring the Internet often exposes them to risks of cyber threats, such as phishing 
and identity theft [11], [58]. The other reason for conducting assessments among youngsters is due to the lack of 
awareness of safety measures, security practices, and reliability of Internet applications used [17], [38]. In addition, 
youngsters have an oversharing attitude with online media, thus encouraging third parties or intruders to stalk or 
steal personal information. Further investigation on youngsters reveals that popularity, or being famous in the digital 
world, has also encouraged youngsters to get connected to the Internet and try uploading videos, profile or materials 
which attract other Internet users to view and share [34], [36], [41], [51]. At a young age, youngsters often lack self-
monitoring skills, and have difficulty filtering unpleasant online material such as sexual content and misleading 
communication [58]. Because of these characteristics, the digital environment becomes unsafe for them, especially 
in terms of their personal data. Thus cybersecurity awareness is considered an appropriate platform to educate and 
keep reminding them of the risks. However, it is still unclear the extent to which the effectiveness of this 
cybersecurity awareness program among youngsters require an assessment to be conducted. The review of current 
assessment method is presented in the next section.  
 
2.0 RELATED LITERATURE 

2.1 Current approaches used to assess cybersecurity awareness program 

The investigation on the assessment strategies for cybersecurity awareness programs revealed a lack of attempt to 
conduct the assessment via a systematic technique. The systematic technique addressed here is an evaluation method 
which involves a systematic procedure of performing evaluation, judgment, investigation, decision making, 
improvement, upgrading and assessment of any social intervention program [46], [47], [59]. In the study done by [2] 
on the assessment of human factors, they suggested the use of a specific systematic technique namely Kirkpatrick’s 
Four Learning Evaluation Model (reaction, learning, behavior and result) to evaluate the effectiveness of the 
cybersecurity awareness program. However, the former literature shown the actual use of this technique is less 
considered for an assessment of cybersecurity awareness programs. Most of the current assessment methods were 
merely for determining certain criteria such as the general experience and usage of security measures, the attitude 
while accessing the Internet, and security perception [20], [21]. In the study conducted by [7], the assessment was 
made on the following criteria: information security in general, and understanding of a few topics concerning 
security. Other studies were only focused on the user behavior without looking at other components of assessment 
as per Kirkpatrick’s Four Learning Evaluation Model [42], [54]. 

 
Literature on the assessment of cybersecurity awareness programs also revealed that the focus groups mainly 
targeted for assessment were organizations and home Internet users [19], [22], [32]. It seems that the scope of these 
two contexts is too broad and requires proper segmentation during assessment due to the fact that Internet 
communities vary and possess different understanding and unequal level of security awareness among different age 
groups [2], [48]. There were attempts made by [20], [21] to assess the security perception and find the security belief 
of personal Internet users. However, the study randomly focused on general Internet users without segregation in 
terms of age segmentation, especially with youngsters. Thus the need for assessment according to age segmentation 
is warranted particularly is assessing youngsters due to their characteristics previously discussed. 
 
The extended investigation on the assessment of cybersecurity awareness programs in relation to the risk of personal 
data protection among youngsters revealed that they were found to have a lack of understanding, and poor security 
behavior with regards to personal data protection, in this case as prevention from being seen by others while 
accessing the Internet [21], [48]. Also in an analysis done by [56], it was discovered that personal data such as real 
names, email addresses, real dates of birth and full addresses were made available on the Internet. This has made it 
easy for identity thieves to capture this information and use it for illegal means [5]. Youngsters can easily become a 
victim due to their ill equipped nature with regards to the practice of Internet safety [19]. Thus, whether personal 
data protection components were focused during assessment is examined.  Based on the literature, it was found that 
most of the assessment of cybersecurity awareness sessions available was generally focused on a broad security 
concern but with less focus specifically on creating awareness of personal data protection.  
 
In summary, the literature of current assessment approach is done by investigating the current methodology used, 
focused target audience as well as whether the issues of personal data protection were focused during an assessment. 
The previous assessment approaches lack of consideration to use program evaluation technique. Also, little attention 
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has been given  on the assessment among youngsters and personal data protection. Therefore, this study attempts to 
fill in the gaps in assessment of cybersecurity awareness research by embarking on Kirkpatrick’s Four Learning 
Evaluation Model as a proposed framework which includes assessment on the four components; i) reaction ii) 
learning iii) behavior and iv) result. This study is conducted through step-by-step assessments based on the four 
mentioned components, conducted among youngsters to gain their feedback on the effectiveness of current 
cybersecurity awareness module used. The instruments used within this study were designed and tailored to the 
issue of personal data protection. The output of this study consists of a proposal of systematic assessment approach 
using Kirkpatrick’s Four Learning Evaluation Model with identification of an additional assessment component on 
IT Literacy and parental guide and control. The systematic assessment approach is beneficial to facilitate 
stakeholders such as Cybersecurity Malaysia, parents and management of schools to decide for a better module to 
convey the message on personal data protection. 

 
2.2 Cybersecurity awareness program  

A cybersecurity awareness program is defined as a way to educate and increase alertness about computer threats and 
vulnerabilities with regard to IT usage [50]. Another purpose of this program is to increase the level of 
understanding about self-responsibility and the necessary action required while engaging in digital activities. 
Various methods can be used to promote cybersecurity awareness regardless of the age of the individual, for 
example, classroom-based training sessions, educational videos, seminars, workshops, pamphlet distribution, online 
advertisement, and e-learning [1], [14], [16], [56]. A cybersecurity awareness program should be conducted 
frequently to remind and update Internet users about new potential Internet threats [14], [32]. In Malaysia, there is 
one agency established as a reliable organization to conduct and manage cybersecurity awareness among Malaysia 
citizens. It is known as Cybersecurity Malaysia (CSM). This study is conducted based on the cybersecurity 
awareness program module known as CyberSAFE program conducted by CSM.  

 
CSM uses a few approaches in conducting awareness to Malaysian citizens. Among the approaches are having an 
online portal which includes necessary tips, advices, videos, games, quizzes and newsletters. Various approaches 
have been  to attract the audience to the importance of the cybersecurity message. Apart from the online portal, 
CSM has also conducted a series of cybersecurity awareness program all over Malaysia to different types of Internet 
users as way to be a step closer in educating and improving cybersecurity.  

 
The content of the CyberSAFE program is specifically designed towards meeting different types of Internet users 
such as kids, youths, parents and organizations. A different approach is used for each type of user. Specifically, the 
cyber tips for children include messages on basic security protection such as managing cyber friends and 
safeguarding personal information. Particularly for youngsters, the cyber tips given to them covers information 
protection, spyware watch, emails and spams, chat safety, blog safety, cyber bullying, password protection, P2P 
sharing and downloading, making friends online, cyberstalk, cyber harassment, virus, worms and general safety 
computing tips. On the other hand, cyber tips for parents are more towards how to observe their children while using 
the Internet. Meanwhile, for organizations, the cyber tips given are mainly on business continuity and disaster 
discovery. In this study, the subject of interest is on youngsters and personal data protection. Based on the 
cybersecurity awareness message conveyed via the CyberSAFE program, personal data protection is highlighted in 
almost every cyber tips. Therefore, it is suitable for this study to leverage on the CyberSAFE program in order to 
perform the assessment on personal data protection among youngsters in Malaysia. 
 
 
2.3 Kirkpatrick’s Four Learning Evaluation Components 

 
The four learning evaluation model was introduced by Donald Kirkpatrick in 1975 as a way to evaluate a program 
[30]. Kirkpatrick’s Four Learning Evaluation Model consists of four levels of evaluation namely Level 1 – Reaction, 
Level 2- Learning, Level 3- Behavior and Level 4 – Result. The evaluation procedure of using this model is 
conducted in sequence. The valuable information is gathered from all level of assessments. 

 
There are different reasons to embark on evaluation of a program. According to [30], the specific aims could be to 
justify the contribution of a particular training, decision making purpose on continuation or discontinuation and 
finally for making improvement to a program. In the context of this research, the Kirkpatrick’s Four Learning 
Evaluation Model is used to make improvement to the current state of the cybersecurity awareness program. The 
assessment in this study is conducted after the program, by utilizing several methods of collecting information 
pertaining to reaction, learning, behavior and impact of the program. The target of this study is to propose a 
framework through the use of program evaluation technique in order to explore the effectiveness of the 
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cybersecurity awareness program in giving education pertaining to personal data protection among youngsters. 
Thus, the sequential methodology used in collecting information from the participants starts with quantitative basis 
and followed by qualitative methodologies.  

 
2.3.1 Level 1 – Reaction 

 
The assessment of reaction means to identify the participant reaction towards the program content. The general rules 
of reaction assessment are that it must ensure that the participant acts favorably towards the program content which 
would then motivate them to learn more. [30] underline several reasons for measuring reaction which are first, to 
provide beneficial feedback, comments and suggestion for program improvement. Secondly to assess the credibility 
of program coordinator and thirdly as a way to provide quantitative measurement for the program stakeholders. 
Lastly, help to outline the program standards for future programs. In the context of this study, assessment of reaction 
is meant to identify the general view of participants who attended the cybersecurity awareness program with regard 
to the program content, understanding the concept of personal data protection, as well as the effectiveness of the 
methodology used to convey the security awareness message.  

 
2.3.2 Level 2- Learning 

 
The assessment of learning among participants is composed of three branches, which include knowledge, skills and 
attitudes. The importance of having this assessment level is that it stands as a predecessor for the next assessment on 
behavior. This is due to the fact that there must be changes in one of the three branches listed above to give an effect 
in changing behavior. In the context of this study, participants are expected to gain knowledge on security threats, 
understanding a few actions to be taken while dealing with security threats and having a positive attitude in keeping 
personal information while engaging in online activities.  

 
2.3.3 Level 3- Behavior 

 
The third assessment level is more complicated due to the fact that the measurement of knowledge transfer from the 
previous level is determined in this stage. The measurement of behavior is subjective and varies to each individual. 
Therefore, in the context of this study, the assessment of behavior takes place in a special session of observation that 
records the participants’ activities while engaging in online activities.  Behavioral change is a complex process and 
often requires a wide time frame to observe whether the changes have occurred. This study was conducted based on 
two cybersecurity awareness programs only and time was limited for behavior observation. Therefore, in order to 
justify the behavioral change, the data was collected using other methodologies such as surveys, pre and post-test 
surveys, as well as interviews. The recorded observation data was compared against other data collected and 
determination was made whether the observed behavior is real. 

 
2.3.4 Level 4- Result 

 
This is the final assessment level which informs the quality of the cybersecurity awareness program. The 
determination of quality is the most difficult part of the assessment. However, it can be shown by analyzing the data 
collected in the previous level. The actual change in behavior determines whether the cybersecurity awareness 
program had met its objectives. Figure 2.1 shows the conceptual framework for this research.  
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Fig 2.1 Conceptual Framework 
 

This framework depicts major levels adapted from Kirkpatrick’s Four Learning Evaluation Model; Level 1- 
Reaction, Level 2- Learning, Level 3- Behavior and Level 4- Result. These levels are later translated into steps in 
performing data collection. Basically, the assessment of the cybersecurity awareness program is conducted in 
sequence which examines the feedback gathered from the attended participants of the cybersecurity awareness 
program.   

 
Level 1- assessment on reaction involves three sub categories of assessments which are assessment towards the 
program content, features and benefit. The elements for assessment on reaction are derived from the original model 
proposed by Kirkpatrick 1975. Level 2- assessment on the level of change in learning which involves sub-
assessments on knowledge, skills and attitude. For knowledge, the elements on personal data protection were 
examined through developing questions based on sharing passwords, email management, usage of personal data 
such as username, password management, social media management, awareness on identity theft. Meanwhile, for 
skills and attitude, the elements on personal data protection were asked based on logout from application, password 
management, social media management, personal data management, reporting. For each level presented in the 
conceptual framework, there are elements that involve personal data protection. For Level 3 assessment on behavior, 
the assessment was based on the desire to protect personal data, knowing what protection of personal data is, 
knowing how to protect personal data and performing the right way to protect personal data. This involves the 
observation of the following: Internet usage, logout from applications, password management, and social media 
management. The final level is Level 4, which is assessment on result, includes an examination on how the 
youngsters embrace the security culture on protection of personal data which involve the usage of social media, 
email, online purchase, downloading file, online games. 
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3.0 RESEARCH DESIGN AND METHODOLOGY 

The research design presents the flow of research activities from beginning until the end. This study uses research 
design from [37]. There are four main steps namely analysis, design, development and evaluation. Each main step 
consisted of several tasks that have to be completed prior to proceeding to the next step. 
 
Here are the detailed steps for the research design: 

 
3.1 Step 1: Analysis 

 
 Task 1: Introduction and research background 

 
This is the most important part in this study in which the problem analysis was identified in the current assessment 
of cybersecurity awareness programs. It was done through finding related literature to increase the understanding 
and justify the problems.   
 
 Task 2: Defining gaps  

 
The second important step in this study was to clearly define the gaps. This study was able to define the following 
gaps: 

 
Gap 1: Fewer attempts found from the literature that used program evaluation technique in assessing cybersecurity 
awareness program. 
Gap 2: Lack of studies that focused on assessment of cybersecurity awareness programs among youngsters. 
Gap 3: Lack of studies that assessed the cybersecurity awareness programs that focused on personal data protection 
among youngsters. 
 
 Task 3: Literature review 

 
Based on the defined problem statements, further investigations were conducted through literature review analysis. 
This was also an important step taken in order to propose a solution to the problems. The literature review were 
focus upon the assessment of cybersecurity awareness session in term of existing research on assessment 
approaches, previous technique or model applied in assessment and relevant model of assessment. Besides, there 
were other studies reviewed with regard to cybersecurity awareness programs, personal data protection and 
Kirkpatrick’s Four Learning Evaluation Model.  

 
3.2 Step 2: Design 

 
 Task 1: Propose conceptual framework for assessment of the cybersecurity awareness program using the 

selected program evaluation technique 
The first three steps mentioned above were used as an input for constructing the conceptual framework. The 
components and its relationship were presented in detail via the conceptual framework diagram.  

 
 Task 2: Data collection (Quantitative method: survey, pre-test and post-test survey)  

Based on the conceptual framework constructed in the previous step, the instruments were designed in order to 
examine the components and its relationship through quantitative methods (survey, pre-test and post-test 
surveys). There were two different sets of surveys prepared for different purposes. The first set was used to 
assess the reaction of participants. Another set was used to assess the level of knowledge gained by participants 
before and after they attended the cybersecurity awareness program.  
 

 Task 3: Data collection (Qualitative methods: focus group interview and web recording observation) 
The conceptual framework also guided the design of instruments used in the focus group interview session and 
web recording observation. The focus group interview protocol was prepared prior to the interview session. 
Randomly selected participants were drawn from the same participant pool who answered the surveys. After 
finishing the interview session, the same randomly selected participants was next asked to participate in a free 
Internet browsing session. A web recording observation application, namely Camtasia Studio, was installed in 
every laptop used during the session. Their online activities were recorded and checked against an observation 
checklist that was prepared prior to the field work.  
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3.3 Step 3: Development 
 

Development involved a data collection stage which was conducted over four distinct yet sequential phases. The 
whole data collection process was held at two OUTREACH CyberSAFE programs conducted by Cybersecurity 
Malaysia. Firstly, at Bahagian Teknologi Pendidikan Negeri Johor which involved youngsters from all over 
Malaysia, and secondly at Sekolah Seri Puteri Kuala Lumpur which involved only youngsters who studied in this 
particular school. The following tasks were involved in the development step. 
 
 Task 1: Develop and conduct data collection using surveys. 400 sets of surveys were prepared for participants 

who attended the cybersecurity awareness program by Cybersecurity Malaysia, divided into 2 cohorts.  
 Task 2: Develop and conduct data collection through pre and post-test surveys. 400 sets of pre-test and post-test 

surveys were prepared for participants who attended the cybersecurity awareness program by Cybersecurity 
Malaysia, divided into 2 cohorts.  

 Task 3: Develop and conduct data collection using focus group interviews with 12 randomly selected 
participants who attended the cybersecurity awareness program by Cybersecurity Malaysia.  

 Task 4: Develop and conduct data collection through web recording observation of online behaviour with 12 
randomly selected participants who attended cybersecurity awareness program by Cybersecurity Malaysia.   
 

3.4 Step 4: Evaluation 
 

 Task 1: Data analysis for quantitative methods 
The results of surveys were gathered and analyzed using Statistical Software Package (SPSS) Version 22, and 
further analysis involved the use of Smart PLS Version 3.0.  

 Task 2: Data analysis for qualitative methods 
The finding from the focus group interview was transcribed from each participant while recording observation 
was recoded based on the earlier prepared observation checklist.   

 Task 3: Final framework for assessment of the cybersecurity awareness program 
The expected output from this research was to propose a final framework for assessment of cybersecurity 
awareness programs. 
 

4.0 FINDINGS 

4.1 FINDING FOR PHASE 1 
 
The finding starts with the descriptive analysis of the demographic profile of the sample. The finding is for Section 
1 (Question 1-7). The demographic profile consists of gender, age, access to the Internet, usage of the Internet, 
duration of Internet usage, attendance to any cybersecurity awareness program previously and awareness on identity 
theft. The summary of the descriptive analysis in terms of frequency for each question asked for demographic 
profile is as per Table 4.1 below: 
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Table Error! No text of specified style in document..1: Summary of Descriptive Analysis in Term of Frequency 
for Each Question asked for Demographic Profile 

 
Demographic Profile (n=384)   Responses 

(N)  
Percentage 

% 
Gender Male 36  90.6 

 
Female 348 9.4 

Age 12 years old 0 0 
 

13 years old 51  13.3 
14 years old 99 25.8 
15 years old 134 34.9 
16 years old 38 9.9 
17 years old 60 15.6 
18 years old 1 0.3 

19 years old 1 0.3 
Access to the Internet Yes 379  98.7 

No 5 1.3 
Internet Usage Social Media 

 
351 – Yes  
33 – No 

Yes (91.4%) 
No (8.6%) 

Sending and reading 
email 

359 – Yes  
25 – No  

Yes -93.5 
No - 6.5 

Watching online video 351 – Yes  
33 – No  

Yes - 91.4  
No - 8.6 

 
 
From table 4.1, based on the descriptive analysis made on the demographic profile, the majority of participants were 
female; this is because cohort 2 involved a cybersecurity awareness program conducted at an all-female school. The 
sample consists of 12-19 year olds in which this study managed to get participants from all ages in the stated range, 
except for 12 years old. For the Internet usage, the majority of participants were involved in the usage of social 
media, sending and reading email, watching online videos, downloading, while less participants used Internet for 
playing games and online shopping. Almost half of the youngsters used the Internet daily while others used the 
Internet only during weekends. From the descriptive finding, the percentage of those who have attended, and those 
who have never attended any cybersecurity awareness program is approximately equivalent. A majority of 
participants realised the risk of identity theft of their personal data. In Section 2 of the data collection, which is still 
within Phase 1, the items asked were pertaining to the feedback from youngsters regarding the program content. The 
summary of findings for Section 2 of the data collection is presented as per table 4.2: 

 
Table Error! No text of specified style in document..2: Summary of Findings for Section 2 Data Collection Phase 1 

 
Items ID Items asked Mean 
PC1 I understand the program objective is to educate youngsters about safety in cyber world 4.53 
PC2 I found this program is joyful and attractive. 4.15 
PC3 I found the material used is useful to enhance the practice of personal data protection. 4.38 
PC4 I found the program content is relevance for me to enhance the practice of personal data 

protection. 
4.42 

PC5 I felt this program has been presented at the right level to enhance the practice of 
personal data protection. 

4.30 

PC6 I understood the importance of protecting personal data. 4.38 
 
Based on table 4.2, there were six items asked in Section 2. Each of the item was given an item ID for easy 
reference. Each item was analysed based on the mean score of 3 (neutral). From the result each item asked has a 
mean score above 3. Therefore it can be said that the content presented during cybersecurity awareness program on 
personal data protection were understood by the participants.  
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In section 3 of the data collection, which is still within Phase 1, the items asked were pertaining to the quality of 
speakers and the program features. The summary of findings for Section 3 of the data collection is depicted as per 
table 4.3: 

 
Table Error! No text of specified style in document..3: Summary of Finding for Section 3 Data Collection Phase 1 

 
Items ID Items asked Mean 
PPC1 The presenter has good knowledge about personal data protection. 4.46 
PPC2 The presenter has explained clearly about personal data protection. 4.44 
PPC3 The presenter has given example about personal data protection. 4.46 
PPC4 The presenter has encouraged the participants to have better understanding about 

personal data protection. 
4.48 

PPC5 I found the activities during the session help me to have better understanding about 
personal data protection. 

4.38 

PPC6 I found the session about personal data protection is too long. 3.71 
PPC7 I found that session about personal data protection require additional content. 3.73 
PPC8 I found the session about personal data protection is useful. 4.35 

 
Based on table 4.3, there were 8 items asked and comparisons were made based on the mean score values. The mean 
score values were above 3 (neutral). Overall, the participants found that the presenter had good capability in giving 
awareness on personal data protection. However, the participants found that the session was too long and required 
additional content.   
 

Table Error! No text of specified style in document..4: Summary of Finding for Section 4 Data Collection Phase 1 
 

Items ID Items asked Mean 
PB1 My knowledge about personal data protection has increased. 4.42 
PB2 I'll practice the knowledge gained through this session to protect 

my personal data protection. 
4.39 

PB3 Now, I know how to protect my personal data. 
 

4.41 

PB4 Now, I know how to contact the responsible party if any third 
party ask or steal my personal data. 

4.39 

PB5 Now, I know how to act if any third party ask or steal my 
personal data. 

4.36 

PB6 Now, I know the importance to protect personal data protection. 4.43 
 
In section 4 of the data collection, which is still within Phase 1, the items asked were pertaining to the benefit gained 
from the cybersecurity awareness program. The analysis is presented in table 4.4, which is also based from the mean 
value score, all items asked recorded of score above 3 (neutral). Overall, the participants found that the session gave 
them benefits, and their knowledge on personal data protection had increased.  

 
Further analysis was made to determine the validity through path analysis in Smart PLS 3. The purpose of this 
analysis is to ensure only valid items in the survey were used to determine participants’ reaction based on the item 
loading value. This is to ensure only applicable items were included, and any redundancies and items measuring 
same scenario is disregarded. The first step of path analysis involved drawing a diagram as per Figure 4.1. The 
diagram represented by the oval shape is a section as developed in the survey. Each oval has items represented by 
arrows and rectangle shape. The path analysis was conducted through path algorithm in Smart PLS which results in 
the items loading at each arrow. To be considered as valid, the items’ score must be > 0.2. Overall, each item’s 
loading was found to be > 0.2. However there were 2 items that scored at lower values as relative to the other items. 
Thus, the item loading for PPC6 and PPC7 is disregarded.  
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Fig Error! No text of specified style in document..1: Path Analysis 
 

The acceptable item loading value is - Loading, r2 is between 0.5 and 0.7 to ensure reliability. Thus, the remaining 
items loading based on the path algorithm are considered reliable. The next analysis, using Smart PLS, was meant to 
show the convergent validity and discriminant validity of each item. Convergent validity and discriminant validity is 
meant to measure the construct as in the data collection Phase 1, the program content, program benefits and program 
features which theoretically should be related to each other. The measurement model is used in order to specify the 
type of relationship between construct and item involved. Table 4.5 shows the model measurement for this study. 
 

Table Error! No text of specified style in document..5: Model Measurement for Data Collection Phase 1 – 
Convergent Validity 

 
Construct Item Loadings AVE CR 

PC1 <- Program content PC1 0.587 0.668 0.922 

PC2 <- Program content PC2 0.777 0.668 0.922 

PC3 <- Program content PC3 0.874 0.668 0.922 

PC4 <- Program content PC4 0.889 0.668 0.922 

PC5 <- Program content PC5 0.864 0.668 0.922 

PC6 <- Program content PC6 0.872 0.668 0.922 

PPC1 <- Program features PPC1 0.791 0.569 0.905 

PPC2 <- Program features PPC2 0.831 0.569 0.905 

PPC3 <- Program features PPC3 0.883 0.569 0.905 

PPC4 <- Program features PPC4 0.886 0.569 0.905 

PPC5 <- Program features PPC5 0.86 0.569 0.905 

PPC8 <- Program features PPC8 0.825 0.569 0.905 

PB1 <- Program benefit PB1 0.855 0.79 0.957 

PB2 <- Program benefit PB2 0.889 0.790 0.957 

PB3 <- Program benefit PB3 0.914 0.790 0.957 

PB4 <- Program benefit PB4 0.896 0.790 0.957 

PB5 <- Program benefit PB6 0.887 0.790 0.957 
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PB6 <- Program benefit PB6 0.894 0.790 0.957 

Legend: 
AVE: average variance extracted 
CR: Composite Reliability 
Note: PPC6 and PPC 7 were deleted due to low loading.  

 
[11], suggested using the square root of AVE to establish the discriminant validity if this value is larger than other 
correlation values among the items. From table 4.5, in summary, all the measurements of items met the criteria of 
convergent and discriminant validity. For convergent validity, the AVE value in this study was all above 0.5 which 
indicates sufficient convergent validity except for PPC6 and PPC7. For discriminant validity, it is a prerequisite for 
analysing the relationship between latent (items) variables [23]. Thus, to ensure that the discriminant validity is met, 
the AVE of each latent (item) variable should be higher than the squared correlations with all other latent (items) 
variables. In this study, the square root of AVE met the criteria of discriminant validity. Based on the result of the 
path analysis, the discriminant validity and convergent validity of all items used during the survey were reliable to 
explain on positive reaction among participants who attended cybersecurity awareness program. 

 
4.2 FINDING FOR PHASE 2 

 
The finding for data collection Phase 2 for the pre-test and post-test survey was started by analysing the type of data 
collected. This is important to identify whether the data collected is normally distributed or non-normally 
distributed. In SPSS, the normally distributed data is commonly known as parametric data and non-normally 
distributed data is commonly known as non-parametric data. According to [24], the normality of data is based on the 
skewness and kurtosis values which formed the z value. If the calculated z value exceeds -1.96 to +1.96 the 
normality of data is rejected. In this study, the z value was calculated at Skewness: 1.877/0.123 = 15.26, and 
Kurtosis = 1.530/0.246 = 6.22, which exceeded +1.96, thus the data is considered not normally distributed.  

 
The first step in determining the type of data collected is important because it would identify a suitable statistical 
test to be used in comparing the pre-test and post-test result. Also, according to [24], if a violation of the normality 
data occurs, the suitable type of statistical test to be used for comparison between pre-test and post-test score would 
be the Wilcoxon test. The Wilcoxon test is suitable to analyse a set of data collected from the same individuals as in 
this study. Cumulative scores derived from the pre-test and post-test scores were compared using the Wilcoxon test. 
The result from the Wilcoxon test was tested against the following assumptions: These assumptions were developed 
based on the conceptual framework for Level 2 assessment to measure changes in knowledge, skills and attitude. 
 

i. The knowledge of participants does not change after attending the cybersecurity awareness program. 
ii. The skill of participants does not change after attending the cybersecurity awareness program. 

iii. The attitude of participants does not change after attending the cybersecurity awareness program. 
 

The comparison between the pre-test and post-test is as in Table 4.6. 
 

Table Error! No text of specified style in document..6: Comparison Table between Pre-test and Post-test Result 
 

Data were compared using the Wilcoxon Signed Rank Test 
Ranks 

 N Mean 
Rank 

Sum of 
Ranks 

The total score of post-test 
knowledge - The total score of pre-
test knowledge 

Negative Ranks 181a 173.79 31456.50 
Positive Ranks 210b 215.14 45179.50 
Ties 0c   
Total 391   

The total score of post-test skills - 
The total score of pre-test skills 

Negative Ranks 132d 158.13 20873.50 
Positive Ranks 197e 169.60 33411.50 
Ties 62f   
Total 391  

 
 

The total score of post-test attitude - 
The total score of pre-test attitude 

Negative Ranks 152g 185.58 28208.50 
Positive Ranks 198h 167.76 33216.50 
Ties 41i   
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Total 391   
a. The total score of post-test knowledge < The total score of pre-test knowledge 
b. The total score of post-test knowledge > The total score of pre-test knowledge 
c. The total score of post-test knowledge = The total score of pre-test knowledge 
d. The total score of post-test skills < The total score of pre-test skills 
e. The total score of post-test skills > The total score of pre-test skills 
f. The total score of post-test skills = The total score of pre-test skills 
g. The total score of post-test attitude < The total score of pre-test attitude 
h. The total score of post-test attitude > The total score of pre-test attitude 
i. The total score of post-test attitude = The total score of pre-test attitude 

 
Table Error! No text of specified style in document..17: Wilcoxon Test for Data Collection 2 (Pre-test and Post-test) 

 
Test Statisticsa 

 The total score of post-
test knowledge - The 
total score of pre-test 

knowledge 

The total score of 
post-test skills - 

The total score of 
pre-test skills 

The total score of post-
test attitude - The total 

score of pre-test 
attitude 

Z -3.105b -3.678b -1.324b 
Asymp. Sig. (2-
tailed) 

.002 .000 .186 

a. Wilcoxon Signed Ranks Test 
b. Based on negative ranks. 

 
Based on the Wilcoxon test, the statistical result is as in Table 4.7, the p>0.05 was used to determine the level of 
significance. The critical value of z must be within -1.96 and +1.96. In SPSS, the Wilcoxon statistic is converted 
into a z-value which can be tested for significance under the normal curve of data distribution [24]. Since the 
obtained z value were z (-3.105) for measuring knowledge, and z (-3.678) for measuring skills, the assumptions (i) 
and (ii) are rejected. Thus shown after attending cybersecurity awareness program, knowledge and skills of 
participants changed.  It is different with the result for attitude, where z (-1.324) was found to support the 
assumption no (iii). Thus, the attitude of participants did not change after attending the cybersecurity awareness 
program. This result could be disputed as only knowledge and skills were reported to change as compared to 
attitude. Attitude requires time to change. Thus a continuous effort in making cybersecurity awareness is deemed 
essential in order to result in changing of the participants’ attitude. 

 
4.3 FINDINGS FOR PHASE 3 

 
The findings for data collection Phase 3 were derived from five important steps in the thematic analysis. This 
section briefly discusses each step taken before the final finding from the observation of web recording was derived. 
The steps in thematic analysis involved:  
 
i. Becoming familiar with the data  

 
In this step, the process of transcribing and combining the collected data through the observation checklist and notes 
taken during the observation session was done. Then, the data was read by a researcher many times in order to 
understand the flow and pattern, and the initial idea was then noted. It was necessary to read the data repeatedly 
before starting with the coding process in order to identify the pattern of collected data. To ensure the accuracy of 
the pattern, the collected data was checked against the observation checklist.   
 
ii. Generating initial codes  

 
To generate initial ideas, notes were written manually beside the collected data and retyped in Microsoft Word for 
easy reference. The code was meant to identify the feature of the data and to organise them into categories. Each 
category of codes is given its own definition. It is important to work systematically on the collected data by giving 
equal attention to each data. The initial codes were gained based on the following aspect of observation which were 
components of suspicious behaviour among participants, attitude in browsing the Internet, behaviour practiced after 
attending the cybersecurity awareness program and additional elements required to make the participants aware on 
the importance of protecting personal data. The sample of initial codes gathered is presented as per the following 
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figure 4.2. This table consists of three columns, data extract is for the actual data collected, coded for is for the 
initial coding and definition column is meant to provide clear definition of the codes. [Y0] indicates the 
identification number assigned to participant. 
 

 
 

Fig Error! No text of specified style in document..2: Sample of Generated Initial Codes at the Early Stage of 
Data Analysis 

 
iii. Searching for themes  

 
The third process involved looking at the initial codes in a bigger picture, which is also known as a theme. In order 
to identify the themes, line-by-line analysis of the collected data were done manually and the different codes were 
sorted into potential themes. The process of collating and combining different codes also occurred here which 
eliminates any redundancies which were found to be unrelated to the study. The line-by-line analysis was important 
because it allows for rich and complex narratives. The process of determining the themes was done manually. When 
the line-by-line analyses had been done, the notes on the texts were analysed by using highlighter pens to identify 
potential patterns. This is because, this kind of technique is suited for rich and complex narratives. A technique to 
discover themes in qualitative data is important to describe, compare, and explain about the data. The themes 
identified in this step were gathered and illustrated using the thematic map. The purpose of having the thematic map 
is to show the relationship of each theme and sub-themes. The thematic map was developed based on the list of 
initial codes categorised into three main themes which were behaviour outcome, undesirable behaviour and 
desirable behaviour together with their sub-themes. A sample of initially identified themes using the thematic map is 
presented as per the following figure 4.3.   
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Fig Error! No text of specified style in document..3: Sample of Initial Identified Themes Using Thematic Map 
 

The list of initial codes based on behaviour outcomes were further categorised into undesirable behaviour and 
desirable behaviour. The undesirable behaviours that were found were; same password used for multiple 
applications, no restriction in browsing the Internet, do not clear trace after using the Internet, lack of judgement, 
rushing, full name being used as username, no parental guide and many applications open at the same time. The 
desirable behaviours that were found were; close the pop-up screen, clear trace after using the Internet, long 
password used, different password used for different applications and use anonymous name as username. These 
themes were further reviewed and refined many times in order to select the best themes to answer the developed 
research question. 
 
iv.  Reviewing themes  

 
Step 4 involves reviewing the themes gathered as above. During this step, the initial themes were checked against its 
relationship to personal data protection. This was to ensure that only themes and sub-themes which were related to 
personal data protection remained. Based on figure 4.4, the two finalised themes were undesirable behaviour and 
desirable behaviour. The theme of behaviour outcome was disregarded because it was considered too general to be 
considered as a theme. There were also sub-themes that were removed because they were found to be irrelevant to 
personal data protection. Each finalised theme had its own sub-themes. For undesirable behaviour, the sub themes 
were; same password used for multiple applications, no restriction in browsing the Internet, do not clear trace after 
using the Internet and lack of judgement. For desirable behaviour, the sub-themes were clear trace after using the 
Internet, different and long password used, use anonymous name for username and close the pop-up screen.    



Enhancement of Cybersecurity Awareness Program on Personal Data Protection Among Youngsters in Malaysia:  
An Assessment. pp 221-245 

 
 

235 
Malaysian Journal of Computer Science, Vol. 32(3), 2019 

 

 
 

Fig Error! No text of specified style in document..4: Sample of Reviewed Theme 
 
 
v. Defining and naming themes  

 
In this step, each theme and its sub-themes were gathered in one table as per figure 4.5. This table also includes real 
observation data as well as supporting literature to ensure the identified themes were valid to be considered as a 
theme. The process of reviewing the themes involved cross-checking those with data extracted during the 
observation of web recording. This was to ensure consistency and provide evidence to support each theme. The 
sample of identified themes together with its sub-themes and real observation is presented as per figure 4.5. 

 
Fig Error! No text of specified style in document..5: Sample of Themes and its Definition and Supporting Literature 

 
vi. Producing a report. 

 
The final step was to produce a report of complete analysis of the data collected from the observation of web 
recording. Thus, this section briefly reports on the processes involved. 
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4.4 FINDINGS FOR PHASE 4 
 
Findings for the data collection Phase 4 were also derived from five important steps of the thematic analysis. This 
section briefly discusses each step taken before the final finding from interview was derived. The steps in the 
thematic analysis involved: 

 
i. Becoming familiar with the data  

 
In this step, the process of transcribing data for each focus group interview was based on recorded audio and video. 
The transcribed data was repeatedly read in order to understand the flow and pattern, as well as to find initial ideas 
which later formed the themes. It was necessary to read the data repeatedly before it starts with finding initial 
coding. At this stage, it was also important to identify patterns in the collected data. To ensure the accuracy of the 
patterns, the collected data was checked against the audio and video recording of the interview. The transcribed data 
was systematically arranged based on the same questioned asked to each focus group. These were important steps 
before starting to generate initial ideas. A sample interview transcription is presented as per the following figure 6.6. 
[Y0] indicates the identification number assigned to a participant. Figure 4.6 presents the interview transcriptions 
arranged according to the focus groups.  
 

 

 
 

Fig Error! No text of specified style in document..6: Sample of Interview Transcriptions 
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ii.  Generating initial codes  
 

In order to generate the initial codes, the interview transcription was manually printed and initial ideas were noted 
down and later transferred into Microsoft Word to be used for the next step. Equal attention was given to each 
collected data. The initial codes were gained based on the following aspect of information required which were 
desired behaviour on protecting personal data among participants, security culture on protecting personal data, 
management of behaviour in the digital world and assessment component required. The sample of initial codes 
gathered is presented as per figure 4.7. This table consists of three columns, data extract is for the actual data 
collected, coded for is for the initial coding and definition column is meant to provide clear definition of the initial 
code.  

 

 
 

Fig Error! No text of specified style in document..7: Sample of Initial Codes from each Interview Question 
 
iii. Searching for themes  

 
The third process involved looking at the initial codes in a bigger picture, which is known as themes. There were 4 
main themes and 43 sub-themes developed initially. The main theme was desired behaviour, security culture, 
management of behaviour and assessment component as presented in figure 4.8. Unlike the same step in data 
analysis of Phase 3, the presentation of themes and its sub-themes in this analysis was in a form of a table due to a 
number of sub-themes which couldn’t be presented in the form of a thematic map.  
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Fig Error! No text of specified style in document..8: List of Initial Themes and its Sub-themes 
 

iv.Reviewing themes  
 

Step 4 involved reviewing the themes gathered from the previous step. In this step, the initial themes were checked 
against its relationship to personal data protection. This was to ensure that only themes and sub-themes which were 
related to personal data protection remained. The themes and sub-themes were also checked against redundancy, and 
then rearranged and renamed accordingly. The outcome from this step was the list of final themes and its sub-
themes as per figure 4.9 below. 
 

 
 

Fig Error! No text of specified style in document..9: Sample of Defining Themes 
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v.Defining and naming themes  
 

In this step, the finalised themes were derived based on the initial themes that have been reduced. For each theme 
and sub-themes, its definition, real quotation from interview script, participants’ ID and related literature were 
given. This is to provide consistency and evidence in order to ensure validity of the theme selection. The finalised 
themes were, firstly, desired behaviour and its sub-themes include password, thinking, trust, information security 
actions and responsibility. The second theme was security culture and its sub-themes include never underestimate, 
self-realisation of harmful effect, differentiate between legitimate and illegitimate, and reliability. The next 
identified theme was program content and its sub-themes include management of discovery will, social interaction, 
information sharing, management of password and understanding processes involved in online activities. The final 
main theme derived was assessment component and it sub-themes include Internet literacy. 

 
vi. Producing a report. 

 
The final step was to produce a report of complete analysis of the data collected for the interview. This section 
briefly reports the processes involved. 

 
5.0 DISCUSSION  

The identification of enhancements is meant to improve the current module of the cybersecurity awareness program 
used to convey a message on personal data protection among youngsters. The proposed enhancement components 
were made based on the understanding derived from the research findings. In previous assessments, personal data 
protection was not given a focus, as most assessments of cybersecurity awareness programs were concerned with 
understanding security in general without specifically emphasizing on personal data protection as with the 
assessment conducted by [10],[18],[40]. By focusing on personal data protection during the assessment, this study 
found evidences on components of personal data protection that require attention from stakeholders such as CSM, 
parents, management of schools and responsible institutions for conducting cybersecurity awareness among 
youngsters. The proposal for enhancement components with regard to personal data protection was motivated by 
present concerns over protecting personal data as highlighted in [25], [60]. A lack in personal data protection was 
found to be among the cause of other cyber threat problems among youngsters. By empirically investigating the 
current state of the cybersecurity awareness program through the assessment conducted to measure youngsters’ 
reaction, learning, behavior and result, this study proposed enhancement to the current cybersecurity awareness 
module which specifically focused on personal data protection. Throughout the analysis, by comparing result in 
each phases of data collection the following emerged components derived. Each emerged component was discussed 
one by one together with its supporting literature and justification.  

 
5.1 Decision making process in using personal data  

 
The requirement to educate youngsters on the decision making process in the cybersecurity awareness program is 
deemed necessary to minimize the risk of their personal data being available to third parties. The proposal to educate 
youngsters on the decision making process in using personal data is aligned to various studies that are concerned on 
the capacity of youngsters or adolescents in making matured decision. [6], [33], [55] specifically suggested that 
youngsters require guidance in their Internet usage as they were found to be lacking in self-regulation. This 
proposed enhancement was consistent with findings recorded during the focus group interview session which 
revealed that youngsters lacked judgement especially in differentiating between legitimate and illegitimate 
applications available over the web. Initial judgement and individual evaluation is important to be stressed on during 
the cybersecurity awareness program because it helps to increase the cognitive process among youngsters to think 
twice and realize the negative consequences of their decision. This statement is supported by [38] who mentioned 
that youngsters are in the process of building their cognitive ability which requires continuous guidance in order to 
increase their degree of maturity. However, the current cybersecurity awareness program module does not include 
decision making as part of the cybersecurity awareness content. This proposed enhancement component was 
acknowledged by CSM as it could add value to their current module used to convey the message on personal data 
protection among youngsters in Malaysia. Practically, by adding decision making process as part of the 
cybersecurity awareness message, youngsters could have insights on how better decisions could be made on 
filtration and sharing of their personal data in digital world. 
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5.2 Management of online application 
 
Based on the survey conducted in this study, youngsters were found to actively use the Internet for social media, 
email, watching online videos and also for downloading songs, drama, films or software. The confirmation of 
various Internet applications used among youngsters is supported based on the findings from the focus group 
interview. It was found that the majority of youngsters who participated in this study had at least one online social 
media account. In accordance to [3], [4], [53] social media has given tremendous impact to personal data protection 
as it involved extensive use of personal data. Additionally, [34] mentioned that youngsters often left their digital 
footprint available over the web. Furthermore, [36] added that the usage of smartphone devices gave youngsters an 
easy platform to access their online social media account. Even though the findings in this study confirm youngsters 
as skillful and advanced Internet users, they need to be educated on the aspect of managing their online applications. 
This is because as mentioned by [27], online social media provide an unsafe environment as personal data were 
made to be online and available publicly. This could encourage cyber criminals to get details of youngsters’ social 
media accounts and use it to hack other online applications used by the same youngsters. The proposal of 
enhancement components on the management of online activities is supported by [12] who claimed that youngsters 
shall be made to know how to manage their online applications and determine the authenticity of applications that 
they used in order to minimize their personal data from being stolen. Therefore, this study suggests the current 
cybersecurity awareness module to include awareness on how to manage online applications used by the youngsters. 
For instance, education on which type of personal data could be revealed and how it is prompted by the online 
application.  

 
5.3 Management of online contents 
 
The next enhancement component proposed is to include management of online content among youngsters. Based 
on the understanding observed through conducting the observation of web recording, youngsters were found to have 
freedom while browsing the Internet. Similarly, the finding from the interview showed that there were youngsters 
who claimed that they could freely browse Internet without supervision by their parents. Online content could 
sometimes be tricky and require judgement from the youngsters on which content is applicable to them as the 
Internet contains inappropriate content and advertisements which sometimes prompt them to provide their personal 
data [15], [43]. Because of the availability of free content, youngsters often browse without thinking that the content 
could lead to harmful effects on their personal data. Due to this reason, this study proposes to include management 
of online content in order to assist youngsters to differentiate between appropriate and inappropriate content. This 
suggestion is aligned with who performed longitudinal study on the nature of internet usage and parental supervision 
among young children and stressed the importance to educate young Internet users on Internet content.  
 

 
5.4 Management of password and username 
 
The importance of protecting passwords and usernames from being stolen and used by third parties should be made 
clear to the youngsters. This includes characteristics of a good password, where a combination of characters, 
symbols and numbers produce good passwords, and sharing policy of passwords [26]. It could be observed from the 
findings that there were youngsters who used simple passwords and admitted sharing passwords among their friends 
and family. In addition, there were also youngsters who chose to paste their passwords at places that could be easily 
remembered. All these actions were found to pose risk to their personal data. Therefore, it is proposed to include 
knowledge on how to protect their password as well as to avoid using their full name as for the username. This 
suggestion is consistent with [35], [52], [60] who highlighted the need for education on password management 
among youngsters as a way to protect their personal data from being unintentionally revealed to strangers. For that 
reason, this study reinforces the need to include management of passwords and usernames as part of the 
cybersecurity awareness program. 

 
5.5 Comparisons of propose content on personal data protection among other countries 
 
The emerged components as enhancement proposed to the current module of cybersecurity awareness program were 
further compared with the other cybersecurity contents from other countries. In this comparison, the contents from 
Singapore and Australia were used. The comparison is to provide conclusive result rather than an indicative result as 
derived from the data analysis. In Singapore the responsible organization to provide cybersecurity awareness 
program to their public citizens is Cyber Security Agency of Singapore. They are conducting online and series of 
awareness among youth particularly on risk of online applications. This content is found to be aligned with our 
emerged components to include management of online content and applications in conducting cybersecurity 
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awareness program. Their awareness include advices to only use latest technology, reliable and reputable content of 
the applications [13]. Beside they also give awareness to ensure username and password created which can’t easily 
be guessed. In Australia, the responsible organization to govern cybersecurity is an Australian Cyber Security 
Center. Particularly for youth they do provide awareness on identity theft and preventing exposure to inappropriate 
online content [9]. This is because the risk of identity theft and inappropriate online content could bring harmful 
effect to the youngsters. In relation to our propose content, the management of password and username is found to 
be important to avoid identity theft cases. Thus, we can say that the proposed enhancement content of cybersecurity 
awareness program is accordance with the developed countries such as Singapore and Australia in governing their 
digital world.   

 
6.0 CONCLUSION 

The main focus of this study was to perform an assessment on youngsters by getting their feedback after attending a 
cybersecurity awareness program. The feedback recorded their reaction, learning outcomes, behaviour and results 
particularly on personal data protection. The study was carried out due to the fact that previously assessments were 
lacking in performing a systematic assessment, having little focus on youngsters and little emphasis on personal data 
protection. This study started with the development of the conceptual framework which guided the construction of 
instruments and selection of sample. The real field work then took place by systematically conducting a survey 
session, pre-test and post-test surveys, focus interview and observation of web recording session. It was done in 
sequence and data was collected and recorded. It was followed by a data analysis step for each type of data. The 
finding was built upon the results gained from quantitative and qualitative data analysis. Through the steps, some 
conclusions were drawn. The topic addressed in this study is novel as it sought to perform systematic assessment on 
a cybersecurity awareness program particularly on youngsters. Multiple components of assessments offered a 
complete view and alternative findings on the effectiveness level of the current cybersecurity awareness module on 
personal data protection. This study also offered a novel way in assessing cybersecurity awareness programs by 
proposing an assessment framework that can be used and replicated to assess other cybersecurity awareness 
programs. By identifying enhancement components on personal data protection to the current module of the 
cybersecurity awareness program, this study offered another novelty as this enhancement can be a valuable input for 
better modules. In conclusion, the cybersecurity awareness program involving youngsters needs to be continuously 
assessed and updated with new information as Internet technology evolves fast and offers new security risks. 
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