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ABSTRACT

Extended Reality (XR), which covers Virtual Reality (VR), Augmented Reality (AR), and Mixed Reality (MR), is
being widely adopted across many application areas such as healthcare, education, and enterprise systems
because it enables highly immersive and engaging user experiences for users today environments. However, XR
systems operate in sensor-filled environments that continuously process sensitive biometric, behavioural, and
spatial data from users. This continuous data collection introduces new cybersecurity and privacy risks that go
beyond those found in traditional IT infrastructures systems overall. This study examines the mismatch between
emerging cybersecurity threats in Extended Reality (XR) systems and established governance frameworks such
as ISO/IEC 27001 and the NIST Cybersecurity Framework. Using an analytical comparison analysis, the study
evaluates framework coverage against an XR threat taxonomy derived from existing literature. The findings
identify three major residual risk gaps involving biometric data protection, avatar identity integrity, and adaptive
incident response. Based on these findings, a Mitigation Readiness Toolkit is proposed to support XR-specific risk
governance. The study contributes toward developing future XR-oriented cybersecurity frameworks. To conclude,
XR tailored risk assessment approach is urgently needed which may inform the design of more advanced threat
modelling methodologies and Mitigation Readiness Toolkit for safe and trust-worthy adoption of all immersive
technologies.

Keywords: Extended Reality (XR); Cybersecurity; Risk Management; ISO/IEC 2700; NIST CSF; Biometric
Data; Privacy; Threat Modelling; Virtual Reality (VR); Augmented Reality (AR).

1. INTRODUCTION

The rapid growth and ubiquitous use of Extended Reality (XR), encompassing Virtual Reality (VR), Augmented
Reality (AR) and Mixed Reality (MR), is already revolutionizing human-computer interaction by generating new
virtual environments called Metaverse [1], [2], [3]. This technology is revolutionizing diverse sectors, such as
immersive learning and medical training to remote work and e-commerce, offering unprecedented levels of
immersion and utility [1], [3]. But this paradigm shift in technology is based on the constant acquisition and
processing of large quantities of real-time highly sensitive information such as eye tracking, face expressions,
spatial mapping and biometric factors [4]. Since XR relies heavily on sensed environments, a new and
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complicated attack surface appeared with deep fears regarding user privacy, data fidelity and system security [1],
[5]-The integration of physical world with digital world in hyper spatiotemporal, introduce massive privacy leaks
and new type of security threats that come from the subatomic level technologies or introduces fundamentally
new cyber-physical interaction environments [2].

The focus of this study is to address the gaps between the emerging threat paradigm for XR technologies and
conventional cybersecurity risk management principles. Unlike legacy Information Technology (IT) systems, XR
platforms capture sensitive information including but not limited to cognitive load and emotions which could
potentially be employed for intrusive profiling purposes [6], [7]. Therefore, the traditional security mechanisms
built for static data and perimeter-based defence have failed to protect against dynamic threats that are sensor rich
such as the "Human Joystick Attack" or other threats that target BCI integration [5], [8]. Consequently, current
security approaches must be re-evaluated. This is due to existing models simply fail to account for constant sensor
data, the real-time blending of physical and virtual identities, and cyber-physical threats.

While existing literature has extensively documented XR threat taxonomies, including sensory manipulation and
biometric exposure [2], [9], and has mapped these threats using structured frameworks such as STRIDE alongside
the identification of requirements for Al-based defensive mechanisms [3], [10]. A significant research gap remains
as current studies largely focus on identifying vulnerabilities rather than evaluating the governance structures
meant to mitigate them. Specifically, traditional risk management standards such as ISO/IEC 27001 and NIST
CSF rely on static, perimeter-based defences and credential-centric access controls. These legacy control
objectives are fundamentally misaligned with the continuous, sensor-rich, and cyber-physical nature of XR [11],
[12], [13]. Previous research has not explicitly mapped this discrepancy, leaving a critical void in understanding
exactly how and where established frameworks fail when confronted with an XR-specific attack surface.

The significance of addressing this gap cannot be overstated as the inadequacy of existing frameworks results in
unacceptable levels of residual risk which would compromise the safe and dependable uptake of XR technologies
across critical sectors. The continuous and dynamic nature of sensor data streams combined with the possibility
for cyber-induced physical harm, demands a security approach that is just as adaptable and multi-faceted as the
technology itself [2], [14]. Hence, the goal of this study is to supplement an existing IT security policy with
specific, evidence-based controls tailored to XR. This work is a step towards helping companies and regulator
define the governance needed to responsibly deploy AR, VR and other immersive technologies.

Hence, this paper contributes to the literature by a thorough critical analysis of practical deficiencies in existing
risk management approaches when confronted with XR threats. More precisely, the contributions are a
comparative analysis of ISO/IEC 27001 and NIST CSF against a detailed XR threat taxonomy and the
identification and formulation of three key residual risk gaps that persist under current practices which follow by
the proposal of a Mitigation Readiness Toolkit, a set of evidence-based enhancements designed to address these
gaps. The remainder of this paper is structured as follows: Section 2 details the research methodology. Section 3
presents the data analysis and results. Section 4 proposes the enhancements and Section 5 concludes the study
with future work directions. The primary objective of this research consists of:

L To evaluate how well existing cybersecurity frameworks such as ISO/IEC 27001 and NIST CSF address
the unique risks posed by Extended Reality (XR) technologies.

II. To identify and analyse key gaps in current risk management approaches, particularly in handling real-
time biometric data, avatar integrity, and dynamic incident response in XR environments.
II. To propose practical evidence-based improvements including a Mitigation Readiness Toolkit to

strengthen XR-specific cybersecurity risk management.
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2. METHODOLOGY
2.1 Manuscript Organization and Length
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Fig. 1: The Methodological Framework Employed in This Study

Figure 1 illustrates the three-phase methodological framework adopted in this study. Phase 1 (Threat
Identification) focuses on extracting specific XR threats from the literature and systematically mapping them
against the benchmark frameworks. Phase 2 (Comparative Gap Analysis) synthesizes these mapping results to
articulate three critical residual risk gaps. Finally, Phase 3 (Enhancement Proposal) translates these identified gaps
into the Mitigation Readiness Toolkit. A comprehensive breakdown of the analytical procedures within each phase
is detailed in Section 2.3.

A critical comparative approach serves as the foundation of the research methodology, employing an analytical
comparison research design. The core purpose revolves around conducting a critical examination of the fitness-
for-purpose of two cybersecurity risk management systems which are ISO/IEC 27001 standard and NIST
Cybersecurity Framework (NIST CSF) in addressing the challenging and complex cybersecurity threats presented
by Extended Reality (XR). This approach has been adopted because there are no dedicated XR security standards
which have been adopted everywhere. In particular, the approach comprises a step-by-step comparison of
security capabilities in such traditional frameworks with those present in a pre-identified taxonomy of threats and
vulnerabilities specific to XR. The objective is to expose the limitations of traditional risk management and
measurement in a sensor-rich and hyper-spatiotemporal realm such as XR. This process yields rigorous evidence
base derived from systematic and comparative reflective analysis of established governance models, moving
beyond anecdotal evidence.

2.2 Sections and Subsections

The study rests on two independent but complementary data sources as the basis for a strong and fact-based
analysis:

1 Literature Review Data: To form the foundation of the XR threat taxonomy and gap analysis, a targeted
literature search was conducted using three primary academic databases: Scopus, IEEE Xplore, and Web
of Science. The search strategy employed the following query string to capture the intersection of
immersive technology and security: ("XR" OR "extended reality" OR "virtual reality" OR "augmented
reality" OR "mixed reality" ) AND ( "cybersecurity" OR "information security" OR "data protection" OR
"network security" OR "cyber defence"). To ensure the relevance and rigorous quality of the literature,
inclusion criteria were strictly limited to peer-reviewed academic literature and authoritative technical
standards papers published in the English language between the years 2020 and 2025. This targeted
approach yielded a consisting of 26 academic and industry sources on XR cybersecurity, privacy, and the
Metaverse [1]-[26]. The corpus provides the basis for identifying the current state of knowledge,
constructing an XR threat taxonomy, and verifying that the research gaps identified in our Introduction
indeed exist.

2 Primary Analysis Data: An illustrative, structured comparison of XR threats to existing frameworks
comparisons with traditional frameworks and optional targeted improvement suggestions by the authors of

83



MALAYSIAN JOURNAL OF
CYBERSECURITY AND APPLICATIONS CYBER SECURITY

ACADEMIA MALAYSIA

this paper. This initial study involved systematic decomposition of XR security concerns into a logically
ordered list of threats and vulnerabilities.

The study employed three core conceptual toolkits the ISO/IEC 27001 and NIST CSF as Reference points, while
a designated XR Threat Taxonomy for classifying threats such as Sensor Data Exploitation, Identity Spoofing
was used as an analytical toolkit for performing an attack surface mapping analysis six identified Key Risk Areas
for example Incident Response restrictions, weak data protection were used to measure both frameworks
performance. The data used for the main analysis were obtained from a systematic review of XR system
architectures, sensor data flows and reported security incidents to make sure that our findings are rooted in actual
security concerns.

2.3 Analytical Procedure

The analytic process was comprised of three sequential phases to allow for a logical flow from identifying the
threat through making evidence supported judgments:

Phase 1: Threat Identification and Comparative Mapping which this phase was organized in two initial
analytical steps. Firstly, which are threat identification that extracted and classified the sensor-intensive threats of
XR platforms by means the literature review and system analysis and secondly systematically mapping these
identified XR threats towards ISO/IEC 27001 control objectives alongside NIST CSF. This was an important step
to identify areas of overlap but, more importantly, establishing where the gaps are.

Phase 2: Gap Formulation and Thematic Analysis are the results of the comparative mapping that were
integrated to articulate three main gaps causing unaddressed or residual risk in XR settings. The analysis
subsequently used analytical comparison thematic approach to searching for key themes of inadequacy and
residual risk within the six Key Risk Areas. This content analysis formed the basis of the Evaluation of Current
Approaches and subsequent Evidence-Based Judgment.

Phase 3: Enhancement Proposal, which is the last phase, included the compilation of an evidence-based set of
enhancements and a Mitigation Readiness Toolkit. This proposal focuses on attacking the 3 core gaps identified
in Phase 2 and, ensuring that the proposed solutions are more closely associated to the research objectives while
enabling the research to start building a stronger foundation for an XR-specific cybersecurity risk management
model. This methodological framework and plan will enhance the strength and specificity of the findings.

3. DATA ANALYSIS AND RESULTS

The analysis conducted is an analytical comparison thematic cross-check of the XR threat landscape with control
objectives defined by ISO/IEC 27001 and NIST CSF. The aim is to assess the analytical comparison gap how far
traditional risk management methods are insufficient when applied on unprecedented sensor-rich Extended
Reality. The results are outcomes of the systematic analysis, described in Section 4, where the study compared
the mapping of the presented XR Threat Taxonomy with control objectives from both benchmark frameworks.

3.1 Comparative Analysis of Current Risk Management Approaches

Systematic comparison shows that although both ISO/IEC 27001 and NIST CSF are robust frameworks for a
general information security landscape, they fall short when it comes to the XR dimension. For a systematic
evaluation of the problem at hand, the comparative study applied the criteria of Severity, Likelihood, and Impact
while examining the frameworks with reference to the XR threat taxonomy. Severity refers to the level of threat
posed by the specific XR risk, including possible injuries and permanent biometric data leakage. Likelihood
relates to the probability that the threat will succeed even when conventional perimeter defence and static control
mechanisms are implemented. Impact refers to the overall effect of this framework weakness.

Six primary areas that the framework appears to fall short are highlighted by the analysis and listed in Table 1
below. The inadequacy is especially significant as it fails to address a multi-dimensional attack surface, as well
as hyper-spatiotemporally of XR environments [2], [15]. More precisely in these traditional standards, the control
also misses granularity to handle continuous, high-volume stream data and physical-virtual integration which are
idiomatic of XR systems. Accordingly, reliance on these models leads to a significant remaining risk exposure
that remains unaddressed.
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Table 1: Identified Insufficiencies in Traditional Risk Management Frameworks vs. XR Threats

Insufficiency Area

Description of Gap in Traditional
Frameworks

XR-Specific Threat Context

Incident Response
Limitations

Emphasis is given to data breaches and
system recovery, but only limited support
is provided for the physical-virtual
coordination.

Positional spoofing or malicious content
injection can cause real-world physical
harm or psychological distress [5], [8].

Access Control
Gaps

Favours credentials-based 1AM, few
guidance about behavioural and biometric
authentication.

XR relies on immutable biometric data for
example eye-tracking for authentication,
increasing risk of long-term identity
compromise [4], [16], [17].

Data Protection
Shortcomings

Concerns primarily data at rest and in
transit which does not specify in detail
sensor streams dynamic, continuous.

Real-time spatial mapping, voice samples,
and eye-tracking logs require novel
encryption and data minimization policies

(11, [4].

Third-Party

Promotes a general assessment of risk,

Vulnerabilities in hardware sensors, cloud

Vendor does not adequately address the high | APIs, or SDKs may propagate throughout
Dependencies degree of integration and complexity in | the entire XR system [2], [18].
some multi-tier XR value chain.
Threat Modelling | Existing models Traditional STRIDE | XR spans physical space, cognitive
Challenges model is not suitable for the multi-aspect | perception, and real-time interaction,
attack surface. requiring new methodologies to map
attack vectors [9], [15].
Regulatory and Stresses compliance with existing laws | The immersive nature of XR introduces
Ethical which lacks guidance for emerging ethical | novel ethical and regulatory challenges not
Complexities issues for insurance mental privacy, | covered by current data protection laws
manipulation. [1], 6], [7]-

3.2 Results: Formulation of Evidence-Based Judgments on Residual Risk

The following three critical gaps were developed from the comprehensive review of the six insufficiencies
outlined in Table 1. These gaps correlate to the most critical unaddressed risk areas in traditional frameworks
when applied to XR environments and thereby undermine the fundamental security and privacy of users and the
systems within XR. These three judgements then constitute the fundamental output of the comparative analysis,
since they specify exactly where current risk management practice would fail.

3.2.1 Inadequate Protection of Real-Time Behavioural and Biometric Data

The first, and most critical, shortcoming concerns the safeguarding of the flowing real-time behavioural and
biometric data obtained by XR devices [4]. In contrast with relatively static Personal Identifiable Information
(PII), the data streams occurring in XR for examples eye tracking, gait analysis or physiological response are
highly sensitive and continuous and often unalterable. The examination supports the notion that conventional
data protection controls centred on encryption and access control of data-at-rest and in-flight are woefully
insufficient for this dynamic type of data. The huge amount and high speed of this data stream, commonly known
as “big data” in the context of XR, inundate traditional security boundaries [2]. Furthermore, the particular risk
arises from re-identification and profiling [19]. Even if data are anonymized, the fine-grained information about
behaviour can be used to infer cognitive states, health status and emotional responses which allow invasive
surveillance or manipulation [6], [7]. This is further complicated by the fact that the data is often processed at the
edge, introducing new vulnerabilities in the wireless communication networks that support XR [20]. As a result,
there are no existing solutions to implement Sensor-Level Data Minimization, which necessitates a "privacy-by-
design" strategy that is not specifically required by current regulation [1]. Additionally, dynamic encryption for
safeguarding constant and high-volume sensor streams without intolerable latency overheads and irreversible
Anonymization, as the high dimensionality of XR data makes traditional techniques ineffective [4], [10]. The
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inability to protect data is a long-term issue since once biometric data is compromised, it cannot be reset and user
identity would be permanently breached .

3.2.2  Insufficient Identity and Avatar Integrity Controls

The second important decision involves being open to potential threats on the user identity and integrity of avatars
in immersive applications. XR platforms are based on avatars and behaviour biometrics for authentication, but
traditional Identity & Access Management (IAM) controls are mainly credential based. Such imbalance leads to
confident dislocation of trustworthy virtual interaction, with the growth of virtual economy and digital assets. In
particular, the study shows that biometric eye-tracking authentication is less secure to identity faking and
impersonation in XR [9], [21] . An adversary with such access to session or avatar can give false commands or
discredit the user in a very realistic manner and in real time [5], [7]. The immersive nature of the Metaverse
makes social engineering attacks particularly effective, as users are more susceptible to manipulation when their
cognitive load is high [21].

The deficiency is in not accounting for continuous, passive authentication to mitigate session hijacking, and
deepfake-style impersonation [3], [4]. Moreover, avatar trust checking becomes necessary to cryptographically
verify mistreatment actions of an avatar and its look due to theft of virtual ownership. In this context, blockchain-
based Decentralized Identifiers (DIDs) offer a robust contrast to traditional, centralized IAM [22]. By anchoring
auser's digital identity to an immutable blockchain ledger, DIDs allow users to cryptographically prove ownership
of their avatar without relying on a single central authority. This decentralized approach mitigates the risk of
avatar spoofing and provides definitive proof in the investigation of virtual asset loss [17], [18] . In addition, non-
repudiation for virtual transaction that is important to professional or financial XR applications holds true due to
because actions taken by a compromised avatar may potentially disclaimed as made by its owner [2], [7].
Ultimately, these vulnerabilities highlight the profound shortcomings of traditional Identity and Access
Management (IAM) in securing the fluid, multi-persona identities of the Metaverse, where a user's digital self is
simultaneously a high-value asset and a significant vulnerability.

3.2.3 Limited Adaptive Incident Response Capabilities

The third evaluation illustrates the severe inadequacy of conventional ordinary Incident Response (IR) to respond
to hybrid physical-virtual aspects that nonetheless underpin XR related incidents [5], [8]. Traditional IR
approaches are centred on the digital cordon and system restore but, given hazards for immediate physical safety
of the user in XR environments for example the “Human Joystick Attack” can cause a user to collide with
physical objects [8]. What seems to be missing is an integrated approach for a coordinated response on both
physical safety measures and digital security measures. The communication that would be established between
IT security staff and physical security or emergency services is a process which has not been addressed by
traditional IR plans and is becoming more prevalent in critical infrastructure situations where XR technologies
are employed [23].

Further, this gap is reflected by absence of physical safety triggers in IR they are not capable to sensing and
responding to physical safety indicators for example a rapid loss of balance which signals a cyber-induced physical
threat [24], [25]. In addition, lack of sensor integrity verification in IRL critical for parsing through spoofed sensor
data and legitimate sensor information [9] Also to be conceived the non-adaptive containment, where the
compromised immersive environment is not autonomously and safely revert back to a benign state preventing
imminent harm, causing an imperfect isolation [10], [17]. Therefore, these three judgments in aggregate indicate
that applying the current risk management methodologies to XR places organisations at intolerable levels of
residual risk unless some specific improvements are made. Ignoring these risks poses the risk of severe
consequences, such as user injury or industrial systems crashing completely due to catastrophic failure to the XR
environment.
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4. PROPOSED TAXONOMY FOR XR THREAT MITIGATION

‘ XR Threat Mitigation

i ¥ v

Advanced Real-Time Improved User
Enlla;;::d f:' ':';;t Monitoring and Consent and
CCCINN Adaptive Security Privacy Centrols
' y v y v v Y
Al-Powered Sensor Integrity Minimal Data Mitigation
Sensor-Centric Multi-Dimensional Behavioral Verification and Context-Aware Collection Readiness Toolkit
Attack Pathways Attack Surfaces Anomaly Autonomous Dynamic Consent Principle for XR
Detection Containment P Cybersecurity

Fig. 2: Proposed Taxonomy for XR Threat Mitigation.

Figure 2 above describes the three main principles of the potential enhancing approach which are Enhanced Threat
Modelling, Advanced Real-Time Monitoring, and Improved User Consent, along with specific sub-components.
The systemic search for risk gaps in residual risk requires focused improvements to existing risk management.
Unlike prior work that has been predominantly about logging XR threats, this section now describes series of
practical steps together with the creation Mitigation Readiness Toolkit that aims to plug directly into the three key
gaps identified in Section 3. These concepts stem from the idea that XR security needs to move beyond traditional
defence of a perimeter, to a sensor-driven and adaptive multi-dimensional defence posture. It is important to note
that this proposed taxonomy and the MRT function as a conceptual framework. Rather than being independently
validated through empirical testing, these structures are synthesized directly from the vulnerabilities, threat
models, and risk gaps identified in the curated literature reviews. They are designed to serve as a theoretical bridge
between established cybersecurity principles and XR-specific threats.

Moreover, although most current security frameworks for XR only consider one aspect or a single technique, such
as using certain cryptography techniques for securing blockchain assets [17] or deploying Al-based intrusion
detection systems [3], the MRT model offers an integrated solution that is in harmony with risk governance
principles. Contrary to the limited perspective of most technical frameworks, the MRT model is explicitly
designed to fill in the blanks in the implementation of overall risk management frameworks such as ISO/IEC
27001.

4.1 Enhanced Threat and Modelling for XR

Traditional threat modelling approaches, such as Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, and Elevation of Privilege (STRIDE) are inherently limited in their software centred and
boundary-oriented view, which is insufficient to address the dynamic, integrated nature of XR environments [9],
[15]. Beyond technical vulnerabilities, the integration of Metaverse characteristics raises significant concerns
regarding societal impact and human ethics [26]. Thus, a paradigm shift is necessary to take such a multi-
dimensional sensor-centric perspective to adequately document the XR attack surface.

4.1.1  Sensor-Centric Attack Pathways

Threat modelling must start at the sensor level, for instance studying the data lifecycle from capture to processing,
because this is, by far, the weakest link in extremely sensitive biometric information [4]. Three fundamental
analytical elements are presented in this new approach. Input Integrity Analysis is indeed a preliminary step
aimed at constantly enforcing the trustfulness of information coming from every sensor for instance camera,
microphone eye-tracker before it will be exploited by the application layer. Second, there is a need to use Fusion
Vulnerability Mapping to discover new attack vectors resulting from the fusion of data from different sources
such as both coarse-grained positional information with biometric signatures leading to an aggregate
determination of a user’s identity and location simultaneously . Finally, Output Manipulation Analysis is essential
for modelling attacks that manipulate the sensory output such as visual, auditory, haptic to cause physical or
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psychological harm, such as the "Auditory Stimulus Attack" [5], [8]. This intense focus is a way of ensuring
vulnerabilities are addressed all the way to the root cause rather than just at an application layer.

4.1.2 Multi-Dimensional Attack Surfaces

The modelling should take into consideration the three dimensions under which XR environment is defined, and
that together define a unique attack surface. The first dimension is Physical Space, which has to do with threats
that exploit the real world aspect as a context or sensory input alike mapping where a user lives or works, or even
the infamous "Human Joystick Attack" [8].

The second type is Cognitive Perception Attacks, which the kind of threats from human psychological insecurities
such as immersive phishing, trust manipulation and deep mental privacy attack [6], [7]. The third dimension of
infrastructure risk is network and application layer risks, encompassing virtual asset and blockchain-related threats
that should be considered in the total risk profile [3], [17]. By taking into account these three dimensions, the
extended threat model provides a comprehensive image of risk which cannot be obtained by single models.

4.2 Advanced Real-Time Monitoring and Adaptive Security

The extensive, immersive and sensor-rich nature of XR environments requires a move from traditional periodic
security assessment models to continuous collection of data, real-time analytics and response. XR systems are
based on the continuous flow of spatial, biometric, and behavioural data where user context, condition
environment, and interaction state change over time in a session.

Security threats such identity forgery, session stealing and malicious avatar behaviour, privacy revealing are all
once-off or short-lived and may escape the static scheduling security checks. Ongoing identity assurance is not
static. The key mission of continuous monitoring and analysis requires continually proving identity in operational
terms, including behavioural re-authentication and contextual validation beyond the point of initial access control.
In addition, the ability to make real-time analysis enables early anomaly detection, as well as adaptive incident
response actions such as dynamic access revocation, session isolation, or sensor-level control. In the absence of
these mechanisms, XR platforms are exposed to delayed detection and ineffective mitigation, which further
increases the identified identity management and incident response gaps in this paper.

4.2.1 Al-Powered Behavioural Anomaly Detection

Security systems should be designed to integrate Al on learning user normal behaviour in the XR environment
[3], [18]. Contrarily to traditional signature or network level analysis-based intrusion detection systems, such an
approach allows for a continuous and passive verification of the user's identity based on distinguishing
behavioural characteristics over time, such as movement speed and interaction rate. Any variation between this
ground-truth value should trigger an alert automatically, and be a starting point for background passive identity
verification and early detection of subtle presence of session hijacking or deepfake attack because of live
impersonation [17]. This is to avoid long-term identity exposure due to non-revocable biometric information.

4.2.2  Sensor Integrity Verification and Autonomous Containment

To address the problem of adaptive incident response, two crucial elements should be designed. First, a security
layer should be applied to Sensor Integrity Verification, which can constantly check whether the sensor data
stream has not been tampered and are authenticated [9]. This encompasses protection mechanisms on the lower
level hardware to avoid tampering of firmware and cryptographic verification of sensor inputs, therefore
guaranteeing trustworthy data [2]. These are so-called prescribed immediate-response procedures capable of
automatically and safely decontaminating an infected immersive environment and restoring it to a safe state. These
strategies include using the “Safe Room” strategy, limiting sensory stimuli to reduce confusion [5], and taking the
device off-line without disconnecting from the network to preserve the log file for analysis.

4.3 Improved User Consent and Privacy Controls
In order to minimise increasing risks that real time behavioural data is not adequately protected, the time for
privacy controls to move from static forested legal agreements into dynamic foliage of such context-based

systems would be now, as operating environment should evolve continuously even if it were conceived only at a
singular point in time.
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4.3.1 Context-Aware Dynamic Consent

Standard permission requests are often too broad to be effective in complex digital environments. Instead, users
should interact with a system of context-aware dynamic consent. Users should receive permission requests which
are as granular, timely and data specific [7], [19]. For example, a user should be prompted for their agreement to
share eye tracking data only during the directly necessary time that the application is relying on it for a particular
function, rather than via a general opt-in. This, in conjunction with Transparent Data Visualization where XR
platforms support real-time and “transparent” visualization of collected data, along with by whom it is being
collected and why provides the user greater influence and control [1]. By making this information easily visible
in users, they can make informed decisions about their privacy. This shifts the user's consent from a kind of one-
time decision to a process that is ongoing and active, so at any time in the future users regain control over their
personal data.

4.3.2 Minimal Data Collection Principle

Privacy should not simply be a matter of personal choice for the user but built into technology by design. The
principle of minimal data collection suggests that systems should be designed to gather only the absolute minimum
amount of information required for a feature to work [4], [19]. In other words, software developers should be
technically prohibited from getting at any extra data not needed to deliver the core experience. For instance,
software developers should technically be deterred from getting at any extra data not necessary to delivery core
experience. For example, if an app only needs to know where a user is pointing, it shouldn’t have access to an
entire video feed of the user’s room.

This level of defence is optimal when it is right in the hardware. By controlling the flow of data with these
hardware-level tools, the system whittles down what security experts refer to as the “attack surface,” or ways
hackers might steal sensitive information. This is of value too for businesses with a risk adverse profile, and
culminate in the non-necessity to store large amounts of sensitive biometric data that they simply do not need.
Through the creation of these borders by technical means, it will be possible to create an environment where
convenience and privacy are no longer at odds with one another.

4.4 Mitigation Readiness Toolkit for XR Cybersecurity

These identified enhancements have culminated into the Mitigation Readiness Toolkit (MRT), which is a set of
actionable security controls developed to specifically mitigate each of the three highest residual risks identified
in Section 3. The toolkit offers a structured and evidence-based strategy for developing risk management practices
tailored to the specific needs of XR environments. This toolkit aims to support enhanced mitigation of risks
associated specifically with issues of identity protection, privacy preservation, and incident response.

Table 2: Mitigation Readiness Toolkit Components

Residual Risk Gap Toolkit Component Description
Inadequate Data Sensor Data Protection | End-to-end encryption for dynamic sensor streams,
Protection and Lifecycle Security hardware-enforced data minimization irreversible
anonymization techniques [4], [19].
Insufficient Identity Continuous Identity Al-powered  passive  biometric  authentication
Integrity and Avatar Integrity cryptographic signing of avatar actions session integrity
Verification monitoring [3], [16].
Limited Adaptive IR | Real-Time Incident Autonomous containment protocols sensor integrity
Response Capabilities validation tools integrated physical-virtual safety
coordination [5], [8], [10].
Cross-Cutting Enhanced Threat Sensor-centric and multi-dimensional analysis to
Modelling proactively identify novel attack vectors [9], [15].
Cross-Cutting Dynamic Consent Context-aware, granular consent mechanisms and
Management transparent data visualization for users [1], [7].
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5. CONCLUSION AND FUTURE WORK
5.1 Conclusion

This paper examines current cybersecurity risk management strategies such as ISO/IEC 27001 and NIST CSF,
taking into account the extent to which they can be applied to XR cybersecurity framework. The findings indicate
that the existing approaches, which are based on traditional perimeter protection models, are not sufficiently
equipped to address with the constantly changing landscape of XR technologies. Furthermore, a key contribution
of this study is the identification of three major residual risk areas. These involve inadequate protection of real-
time behavioural and biometric data, limited safeguards for maintaining avatar integrity, and the absence of
effective dynamic incident response mechanisms for cyber-physical attack scenarios. In addition, to address these
limitations, this study introduces the Mitigation Readiness Toolkit (MRT) as a conceptual framework designed to
bridge the identified gaps. By combining sensor-aware threat modelling, Al-driven anomaly detection, and
consent-based security mechanisms, the toolkit offers a structured and adaptive approach for strengthening
governance and enhancing security resilience in XR environments.

5.2 Limitation of the Study

This study has several limitations. First, the findings are based on analytical comparison supported by a
systematic literature review and a structured examination of XR system architectures. Although rigorous and
evidence-based, this work did not collect primary empirical data nor perform quantitative cost-benefit analysis of
the controls being proposed. Additionally, the focus was specifically limited to gaps in ISO/IEC 27001 and NIST
CSF and not a broad evaluation of all emerging XR specific security standards. These limitations illustrate the
need for future research to address empirical validation and applied use of the toolkit components.

5.3 Future Work

To expand and develop the XR cybersecurity the study identified new research paths which are promising for the
future, building up from our results. A primary goal is the experimental test of the theoretical model proposed by
us in this work. In the future, there is a need for quantitatively validating Mitigation Readiness Toolkit using
controls for examples Al-based behavioural anomaly detection implemented inside real-world XR test beds. This
would enable the rigorous comparison of their effective reductions in residual risks. Meanwhile, there is an urgent
need to implement a standardised XR threat modelling methodology. An architecture of this model would have
to integrate the XR multimodal attack surface extending from cybersecurity domain across the physical and
cognitive realm.

In addition, beyond initial technical validation there is a wider space for future work to explore issues relating
economic, governance and organisation aspects of XR ecosystem. This can be achieved by combining a
comparative framework analysis with more recent industry-suggested standards or guidelines for XR security,
such as those published by the Metaverse Standards Forum. Furthermore, as the XR hardware platforms continue
to advance towards increasingly complicated sensor-rich architectures, this study advocate future enhancement
on mechanisms for reasoning and managing supply chain security risk and third-party vendor dependences with
special emphasis in XR sensor-components, as well as firmware.
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